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Abstract — Ransomware is considered to be the 

most perilous malwares mostly used by the 

networking and cyber criminals in the recent years. 

This series of malwares uses cryptographic 

technology that mainly encrypts the significant files 

and folders of the users’ computer system and make it 

ineffectual for further use and conceals the 

decryption key and demand for a ransom from the 

victims to reinstate the files and folders to it original 

state. The contemporary Ransomware clans are very 
refined and challenging to scrutinise and detect using 

immobile features. Most likely the latest cryto-

ransomwares in network security having sandboxing 

and IDS dodging capabilities which ensures a threat 

permanently. It is quite ardent that the static and 

dynamic analysis methods alone cannot provide the 

apt and fitting solution for the Ransomware in 

network security. In this article, we present a 

Machine Learning based approach with an 

assimilated method, a mixture of static and dynamic 

analysis to detect the ransomeware in network 
security. The experimental test samples were taken 

from different network security Ransomware based 

families. The results proposes that collective analysis 

can perceive ransomeware with improved accuracy 

when compared to individual approach for both static 

and dynamic. 
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I. INTRODUCTION 

In early day's PC framework clients just mindful 

of infection, spyware, Trojan Horses, warm and so on 

yet in 1989 new variation of Trojan called "PC 

Cyborg" (AIDS Trojan)[1] which worn clients by 

showing message that client's permit had terminated 

and client requires to pay some cash to open it. 

Cryptography utilized for that is symmetric 

cryptography which is anything but difficult to split. 

In any case, in around 2005 new danger get answered 

to cyber security that is Ransomware variation 
(TROJ_CRYZIP.A) [1] which compressed documents 

with secret key insurance on clients framework and 

abandon one scratch pad made Ransom note that 

advise clients to get back secret key secured 

compressed records clients need to pay some 

composed Ransom. Cryptography utilized for that is 

topsy-turvy that is more grounded than symmetric. In 

2012 specialist saw new Ransomware variations 

called Crypto Locker which depends on encryption 

utilizes asymmetric cryptography like RSA to 

scramble documents and furthermore bolting the 

frameworks. Be that as it may, investigation 

demonstrates most recent Ransomware variations use 

AES + RSA encryption. That shows to open those 

encoded documents client need some key esteem 

which is just known to aggressor. Assailant requests 

cash in return of key esteem that is the reason it is 

named as Crypto Locker Ransomware [1]. RSA 
utilizes deviated key cryptography which holds open 

and private two keys. Open key known to everybody 

and Private Key stayed discreet by client. In RAS one 

key is utilized for encryption and another key is 

utilized for decoding. Where AES depends on 

symmetric key cryptography so it utilizes same key 

for encryption and decoding [2]. 
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Fig. 1. Crypto Locker and C&C protocol [2] 
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private key of RSA and after that which open the 

symmetric key put away document. This private key 

isn't accessible [2]. Another face of Ransomware is 

utilized to bolt the screen of contaminated framework. 

It contaminates document like .dll , .exe, .xl etc.[1] 

these tainted records are most basic documents on the 
grounds that evacuating those basic documents (ex 

.dll) can crash a framework. 

To demonstrate this point, refer to Table 1 which 

shows the composition of setup traits for various 

Ransomware families. 

TABLE I.  BEHAVIOURAL TRAITS OF VARIOUS 

RANSOMWARE FAMILIES IN NETWORKS 
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II. STATIC PROGRAMME AND DYNAMIC 

PROGRAMME ANALYSIS 

Commonly speaking, scrutiny of the malware can be 

done in two ways: by examining the malware’s code 
statically (without malware effecting) or dynamically 

– by its implementation and observation. 

Undisputedly, static analysis is much safer for the 

investigator, yet, the one has to be cautious to not 

perform the sample by, for illustration, unintentional 

mouse clicking. Such scrutiny bases typically on 

reverse engineering tools like disassembler to learn 

some basic blocks in the code, classify malware-

related ones, identify some precise and common 

schemas of the device flow or sequences of 

operations. That can be used to classify malicious 
code even if it is changed version of the previously 

known virus [4, 5]. Though, malicious software uses 

some complication techniques that sternly exacerbate 

this kind of analysis [4-7]. Furthermore, malware 

functionality is not independent anymore – for 

example it can join to some regulatory nodes over the 

Internet, consequently from time to time only dynamic 

analysis during the run-time can disclose the true 
performance of the malware [7].  Correctly secured 

sandbox is mandatory to conduct dynamic analysis 

securely [3, 6, 7]. Now, the virtualization expertise 

comes with prodigious assistance.  

 

Typically, the malware data is uploaded into 

specifically crafted virtual machine. Performance of 

the sample is traced using monitoring softwares like 

tcpdump, system monitors to gather the message and 

thorough actions taken in the virtual machine like 

system calls, disks operations, adding autorun 

applications etc. The possibility of the composed data 
can differ on the types of tools connected on the 

testing environment. It is value to note, that alike 

approach is commonly used in new antivirus systems 

– the doubtful applications are at first implemented 

within the sandbox and their activities are monitored 

for some seconds of implementation. Nevertheless, 

some malware just postponement their real movement 

just to cheat this discovery mechanism. There’re 

adequate of methods used in the malware that avert 

their monitoring and reverse engineering like 

detection of debuggers [3, 6]. All this makes dynamic 
analysis unquestionably an experiment. Dynamic 

analysis may offer numerous types of information, 

thus, it is worth to differentiate two kinds of analyses 

– each need dissimilar techniques and have diverse 

goals: activities made by the malware inside the 

diseased machine and tracing its movement over the 

networks. In the first circumstance we can know the 

likelihood of damage on the infested network host. In 

the second instance, basing on the apprehended 

network bustle, we can identify other network hosts 

convoluted in the malware substructure. They might 

be fair new objects for the malware attacked or certain 
hosts previously taken over by the malware that help 

some properties for it. The development, distribution 

and successful attacks of ransomware has grown 

exponentially over the past 4 years. [4]According to 

Trend Micro research [8], 2016 saw a record 400% 

rise in new ransomware families (roughly 150 new 

families). It is thus evident that major market share 

anti-virus solutions are failing to contain the threat of 

ransomware. The inadequacies of current solutions lie 

in their heavy reliance on static-based detection 

techniques. 

III. RANSOME BEHAVIOUR 

The circumstance that ransomware can be simply 

defined and categorised in malware, suggests there is 

a distinct behavioural construct in which we can 

forecast an unidentified process is ransomware. 

Network Behavioural-based analysis has been found 

to be extremely operative for crypto ransomware 

http://www.ijcttjournal.org/


International Journal of Computer Trends and Technology (IJCTT) – Volume 67 Issue 11 - November 2019 

 

ISSN: 2231-2803                               http://www.ijcttjournal.org                                   Page 86 

detection because it displays core behavioural 

qualities essential for a data encryption attack that 

does not alter from variant to variant or from family to 

family. These behaviour traits can be considered into 

two separate tasks, the distrustful setup procedure and 

data encryption.. 

a) Suspicious setup behaviour 

     Ransomware stakes several behavioural traits with 

new malware, predominantly in the way it installs 

itself earlier delivering the payload. This common 

behaviour can be observed as a general recipe for 

achievement that is shadowed by malware developers, 
which can be categorised into six behaviour traits:  

b) Payload Persistence 

      Payload persistence – To confirm, an attack is 

conceded out to completion, it desires to continue 

across reboots and be capable to recommence upon 

starting. Common methods used by ransomware 

includes engaging a copy of its executable 

information into the Windows start-up directory, 

adding a registry run key entry or by setting up a 

reserved task. 

c) Anti-system restore 

       To confirm that any spiteful actions cannot be 

unfinished, malware may try to restrict system restore 

functionality. Ransomware is identified to delete 

Windows shadow copies, which stops encrypted data 

from being reinstated to an older unencrypted 

version.     

d) Stealth techniques 

Malware will attempt to perform in a furtive 

manner to evade being noticed by the user or 

discerned by virus scanners. Common techniques 

includes injection into genuine processes, 

implementing from the %AppData% directory and 
expending executable named the same as common 

Windows executable. 

e) Environment mapping 

Environment mapping is also used to determine 

security settings/policies, geographic location, user 

language, file system architecture and network drives. 
Certain decisions about whether to continue executing 

may rely on any of the environmental checks 

performed.  

f) Network traffic 

Ransomware that requires an internet connection, 
does so for two possible tasks: downloading of 

payload related files, and/or for the communication of 

the encryption key.   

To ensure malicious command and control servers 

do not easily get shut down by authorities, malware 

developers use certain domain name registration 

tactics. Tactics include using a domain generating 

algorithm to generate random domain names 

registered to anonymous top level domains such as 

.xyz. .top and .bid .    

Privilege elevation – Executing malicious system-

related activities may require access rights that are 

beyond those given to the victim’s user account. For 
example, ransomware may want to overwrite the 

Master Boot Record, which can only be done as an 

Administrator. Simply asking for administrator access 

may work or other privilege escalation techniques 

may be used. 

IV. DATA CONSTRUCTION 

The construction of the training dataset is 

questionably the most significant, hitherto often times 

an ignored task when designing a extrapolation 

model. The dataset, if constructed properly, should be 

completely representative of the target populace to 

guarantee the model is trained on examples that are 

predictable in real-world applications. This is easier 

than done for classification tasks such as ransomware 

detection, where the target populace includes a nearly 

boundless and ever rising collection of software – 

both benign and ransomware. 
 

For an illustrative collection of ransomware 

samples, it is not so much measure that’s significant 

but rather variety - for a noise unresponsive forecast 

model, training on 800 Locky ransomware samples 

should demonstrate no more useful than training on 

just one Locky sample. The forecast model used in 

RansomFlare was trained on approximately 250 

unique ransomware families and variants. Each 

ransomware sample in the training set was thoroughly 

analysed and manually labelled by family and variant 

to confirm a balanced within-class representation of 
ransomware. To further increase variability in the 

training set, making techniques were employed to 

synthesise future ransomware behaviour. 

The benign dataset helps as the reference point to 

what is considered ransomware, and thus is similarly 

as significant as the ransomware dataset. The bulk of 

benign executables used in RansomFlare’s training 

was collected from a actual office of networks with 

data collectors on them. In addition to these real-life 

instances, a controlled benign dataset was collected 

that included of exact benign examples that are alike 
to ransomware. 

 

V. BEHAVIOUR ANALYSIS & 

INTERPRETATION 

The performance of a consecutively executable 

ransomeware can quite straightforwardly be described 
linguistically: for example, “the unknown procedure 

produced multiple threads to rapidly enumerate 

directories”. A mathematical model though, needs a 

brief numeric description.   
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Many methods can be taken to gather process 

behavioural information such as Windows audit logs, 

event tracing, kernel drivers and process hooking. 

These approaches produce a wealth of data, though 

not all data is pertinent for ransomware detection. 

Removing only pertinent information is an art and 
usually establishes the bulk of work for a machine-

learning task.  

The team after RansomFlare capable to design a 

extremely compressed feature set by selecting feature 

extraction methods that best enumerate the interactive 

traits of a malicious setup and malicious encryption. 

By using a compressed feature set, the computation 

resources are kept squat, letting rapid real-time 

detection without loading the system. Though the 

precise features used in RansomFlare cannot be 

revealed, an abridged dimensionality feature space, 

using principle component analysis (PCA), can 
exemplify the highly biased abilities of 

RansomFlare’s features. Figure 2 shows benign 

samples (blue dot) and ransomware samples (red dot) 

at various time steps in this condensed dimensionality 

feature space. The precise clustering of caring and 

ransomware samples and more significantly the 

distinct parting between these clusters, show that 

RansomFlare features are able to efficiently 

distinguish between benign and ransomware 

behaviour. 

 

Fig. 2. Reduced feature space of ransomware samples and benign 

samples as seen by the RansomFlare detection model 

VI. FUTURE SCOPE 

As long as infected handlers are prepared to pay 

for their ransomed data, the subversive ransomware 

industry will endure to reinforce, finding new and 

inspired ways to outwit common prevention 
mechanisms. To highpoint the continued novelties of 

the ransomware industry, let us consider the 

following forecasted trends:  

Worming capabilities – ransomware will look to 
quickly compromise entire network systems, 

spreading in a computer-to-computer fashion.  

Targeted attacks – it has been confirmed that 

businesses are willing to pay ransom demands to 

rapidly restore business operations. It is anticipated 

that ransomware will be used in a more beleaguered 

fashion by compromising single endpoints moving 

crosswise through networks and manually confirming 
that ransomware is performed on critical assets. This 

will confirm that the targeted organization pays the 

ransom claim and it could be much greater than 

typical “spray and pray” approaches.  

Secondary payloads – Ransomware pushing 
secondary malware for augmented firepower. Expect 

other monetisable attacks to be hustled with 

ransomware as the originality of syndicates 

continues.   

Attacks against non-traditional systems – Ranging 
the concept of ransomware to non-conventional 

computing devices. More and more expertise is 

linking to the network and is starting to attract the 

attention of the malware community. Ransomware 

targeting network security and IoT systems and this 

trend can be probable to upsurge.  

The finest that the cyber security community can 

do going onward is to run smarter recognition 

techniques capable of envisaging new ransomware. 

This should be in combination with a layered network 

security model. This layering could comprises of 

network filters (e.g. spam filters), static-based 

detection and behavioural-based detection. 
RansomFlare signifies the last line of defense and 

offers behaviouralbased detection, which is effective 

against ransomware. 

VII. CONCLUSION 

As obvious by the disorderly development of 

ransomware over the previous few years, signature 

based detection techniques have confirmed an 

unsuccessful defence.  Static-based detection and 
approach is operative against known ransomware, 

however the incessant influx of new ransomware 

proves problematic to detect on an acceptable time 

scale. Furthermore, static obfuscation - mainly in the 

form of malware factories are being used to avoid 

detection of known ransomware. Dynamic based 

approach is capable of detecting only few on the 

acceptable time scale in network security. A more 

operative ransomware detection scheme is one that 

has extrapolative capabilities to make intelligent 

threat implications of unknown processes. This can 
be attained by treating all running executables as 

strangers, where the threat level is unceasingly 

updated based on how the executable is performing. 

A combined approach may help to balance the 

predictions and RansomFlare practices such an 

approach by using dynamic (behaviour) analysis in 
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combination with machine learning to deliver 

predictive capabilities proficient of zero-day 

ransomware detection. 
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